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NEW QUESTION: 1

The IT Security Analyst for a small organization is working on
a customer's system and identifies a possible intrusion in a
database that contains PII. Since PII is involved, the analyst
wants to get the issue addressed as soon as possible. Which of
the following is the FIRST step the analyst should take in
mitigating the impact of the potential intrusion?
A. Shut down the production network interfaces on the server
and change all of the DBMS account passwords.
B. Contact the local authorities so an investigation can be
started as quickly as possible.
C. Refer the issue to management for handling according to the
incident response process.
D. Disable the front-end web server and notify the customer by
email to determine how the customer would like to proceed.
Answer: C
Explanation:
The database contains PII (personally identifiable information)
so the natural response is to want to get the issue addressed
as soon as possible. However, in this question we have an IT
Security Analyst working on a customer's system. Therefore,
this IT Security Analyst does not know what the customer's
incident response process is. In this case, the IT Security
Analyst should refer the issue to company management so they
can handle the issue (with your help if required) according to
their incident response procedures.
Incorrect Answers:
A: Contacting the local authorities so an investigation can be
started as quickly as possible would not be the first step.
Apart from the fact an investigation could take any amount of
time; this action does nothing to actually stop the
unauthorized access.
B: Shutting down the production network interfaces on the
server and changing all of the DBMS account passwords may be a
step in the company's incident response procedure. However, as
the IT Security Analyst does not know what the customer's
incident response process is, he should notify management so
they can make that decision.
C: Disabling the front-end web server may or may not stop the
unauthorized access to the database server. However, taking a
company web server offline may have a damaging impact on the
company so the IT Security Analyst should not make that
decision without consulting the management. Using email to
determine how the customer would like to proceed is not
appropriate method of communication. For something this urgent,
a face-to-face meeting or at least a phone call would be more
appropriate.

NEW QUESTION: 2
View the following exhibit, which shows theDownload Import
Report:

Why it is failing to import firewall policy ID 2?
A. The address object used in policy ID 2 already exist in ADON
database with any as interface association and conflicts with
address object interface association locally on the FortiGate
B. Policy ID 2 does not have ADOM Interface mapping configured
on FortiManager
C. Policy ID 2 for this managed FortiGate already exists on
FortiManager in policy package named Remote-FortiGate.
D. Policy ID 2 is configured from interface any to port6
FortiManager rejects to import this policy because any
interface does not exist on FortiManager
Answer: A

NEW QUESTION: 3
Which of these statements describes the Check Point Application
Control software blade?
A. Blocks or limits usage of web applications
B. Controls access to web sites based on category
C. A worldwide collaborative security network
D. Prevents vulnerability exploits
Answer: A
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