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NEW QUESTION: 1
The Loki attack exploits a covert channel using which network
protocol?
A. TCP
B. PPP
C. ICMP

D. SMTP
Answer: C
Explanation:
Explanation/Reference:
Explanation:
The ICMP protocol was developed to send status messages, not to
hold or transmit user data. But someone figured out how to
insert some data inside of an ICMP packet, which can be used to
communicate to an already compromised system. Loki is actually
a client/server program used by hackers to set up back doors on
systems. The attacker targets a computer and installs the
server portion of the Loki software. This server portion
"listens" on a port, which is the back door an attacker can use
to access the system. To gain access and open a remote shell to
this computer, an attacker sends commands inside of ICMP
packets. This is usually successful, because most routers and
firewalls are configured to allow ICMP traffic to come and go
out of the network, based on the assumption that this is safe
because ICMP was developed to not hold any data or a payload.
Incorrect Answers:
A: A Loki attack uses ICMP, not TCP.
B: A Loki attack uses ICMP, not PPP.
D: A Loki attack uses ICMP, not SMTP.
References:
Harris, Shon, All In One CISSP Exam Guide, 6th Edition,
McGraw-Hill, 2013, p. 585

NEW QUESTION: 2
What are two supported applications for the IBM Tivoli
Composite Application Manager for Application Diagnostics HTTP
agent?
A. Sun Java System Application Server
B. IBM HTTP Server
C. WebSphere Portal Server
D. Internet Information Server
E. Apache Tomcat
Answer: A,E
Explanation:
Reference:http://www01.ibm.com/support/knowledgecenter/SS3JRN_7
.2.1.1/com.ibm.itcamfapps_ad.doc_7211/i
tcam_71_http_tema_help/kht_overview.html

NEW QUESTION: 3
What are the standard connection types that provide the
capability for sending and receiving data between the client
and IBM?
A. Modem and FCoE
B. Ethernet and modem
C. FCoE and Broadband

D. Infiniband and Ethernet
Answer: B
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